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JI'F 2002 SITREP Extracts:

“ 0210 Zulu, 2 June 2002 Unclassified JFACC Web sitesin Thesater are defaced by
anti-US propaganda. Internationa news media report success of Hacker group againgt US
Forces. Hacker groups threaten further attacks unless JTF Forces withdraw from the Area
of Operations. ”

“ 1835 Zulu, 5 June 2002 JTF Logigtica daff plannerslose dassfied dataon all
ammunition requirements for the Theater because of computer equipment failure. Due to
insufficient data back-up procedures JTF planners require 65 hours to recover from the
damage. JFL.CC ammunition shortages continue.”

“ 2345 Zulu, 6 June 2002 adversary controlled radio and televison stations in the
JTF Areaof Operations report false propaganda claims that JTF forces are conducting
computer network attacks againgt public services (water, power, telephones, and
hospitals) resulting in 137 civilian desths. Within 50 minutes Reuters, AP, CNN, and the
BBC are running related stories with adversary provided video from the effected arees.”

“ 0340 Zulu, 7 June 2002 DISA’ s Joint Web Risk Assessment Cdl informsthe JTF
that portions of two JTF OPLAN annexes were found on unclassfied stes. Additiond
Sengtive But Unclassified (SBU) items that violate OPSEC guidance were dso found.”

“ 1554 Zulu, 7 June 2002 the FHeet unclassified e-mail server is hit by adigributed
denid of service attack. Server is off linefor 15 hours. Origind source of the attack is
under investigetion.”

“ 1615 Zulu, 7 June 2002 network intrusion detection systems (IDS) at the Regiona
CERT dert on attempted mapping of JTF networks. The CINC directs the JTF to go to
INFOCON BRAVO (Specific Threat) and report on al actions implemented to secure
information and information systems.”

“ 1327 Zulu, 8 June 2002 a computer virus is detected on the JTF s unclassified
network. Severd systems have reported files deleted from their hard drives”
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Defensive | nfor mation Oper ations Doctrine

Tacticd Commanders have aways placed a premium on detailed, timely, and
accurate information upon which to base their decison making processes. Joint doctrine
(JP 3-13) dlearly gatesthat Information Operations (10) are critica to achieving and
sugtaining the information superiority required for decisive Joint Operations. Our
increasing reliance on information systems and networks to deliver vast quantities of
relevant information to the Joint Task Force (JTF) commander and his gaff in red time
has aso exposed new vulnerabilities that demand attention.

JTF Commanders face an increasingly capable, sophisticated, and varied array of
asymmetrica threatsto our hold on information superiority. The potentia for intrusons,
malicious viruses, and atacks againgt our information systems and networks exists
throughout the continuum of peacekeeping through war, and return to peace. Integrated
JTF leve defensve 10 planning from the initid planning stages through misson
completion and redeployment of forcesis an essentid component of dl JTF missons.
The Joint Pub 3-13, Joint Doctrine for Information Operations, definition of defensive
information operations states:

Defensive Information Operations. The
integration and coordination of policies and
procedures, operations, personnel, and
technology to protect and defend
information and information systems.
Defengve informeation operations are
conducted through information assurance,
physica security, operations security,
counter-deception, counter-psychologica
operations, counterintelligence, dectronic
warfare, and specia information operations.
Defendve information operations ensure
timely, accurate, and relevant information
access while denying adversaries the
opportunity to exploit friendly information
and information systems for their own
purposes. (Joint Pub 3-13)
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The Defensive | nfor mation Oper ations Officer

Thefirgt sep in addressing the need for defensive 1O planning isto identify early
in the JTF activation process a Defengve Information Operations Officer (DIO) assigned
within the 0 (10 Staff). 10 planning and specifically defensive 10 mugt be integrated



from the on st of the JTF planning effort. If a Joint Planning Group (JPG) is formed
prior to the activation of the full JTF, the DIO must be part of the initid JPG gtaff. The
actual DIO may be member of the heedquarters designated as the JTF or may be a
qudified individua requested from the Joint Information Operations Center (JOC) or
Service Information Warfare Center (LIWA, FIWC, AFIWC). The JTF DIO’s duty
description should State;

“Respongble for the integration and coordination of policies and procedures,
operations, personnel, and technology to protect and defend information and information
systems. Coordinate the activities of Information Assurance (1A), INFOSEC, Computer
Network Defense (CND), Physical Security, OPSEC, counter deception, counter
propaganda, CA, and PA. Assg the J6 staff in the preparation and review of the
Information Assurance Appendix to the Communications Annex. Assis the J3in the
preparation of the OPSEC Appendix, and assist the J2 in identifying threat |O
capabilities. Participate, as afull time member, of the X9 Information Operations Working
Group (IOWG). Provide input to the Information Operations Appendix to the Operations
Annex. Servein the position of Deputy JO as required.”

The DIO duty description proposed above requires an extensive breath and depth
of experiencein Joint staff operations, JOPES, and several 10 related speciaty areas that
will necessitate afidd grade officer (O4 or higher). The DIO must dso bring an in depth
knowledge of the thrests to the JTF s information and information systems and a solid
understanding of the available countermeasures that may be employed in defense of the
JTF snetworks. In designating aJTF DIO, the JTF Commander must choose an
individua who isdso intimately familiar with our own friendly systems and network
common vulnerabilities. The JTF DIO may consder requesting afull scope holistic 10
Vulnerability Assessment of the JTF to fully evaluate the defensive O posture of the
Command. (See Cyber Sword, Spring 2000, Winning the Information War Before It's

Fougnt.)

OPSEC and the Defensive | O Officer

OPSEC isapotentid Achilles hed for any large complex organization. Thisis
particularly true for aJoint Task Force that must rapidly incorporate severd service
components and begin the planning process under time pressure. Often, the JTF
Defensive 1O Officer will be the designated as the OPSEC officer. He should be school
trained and knowledgeable in OPSEC doctrine and tactics, techniques, and procedures
(TTP). The Defensive 10 Officer should immediately implement an aggressive OPSEC
Awareness and training program throughout the JTF. The Interagency OPSEC Support
Staff (www.ioss.gov) isan excellent source of readily available materids that can be used
to get an OPSEC Training Program off the ground rapidly. They will provide traning
films, posters, regulatory guidance, on site training, OPSEC surveys and program
checkligs.



In addition to the mandatory Public Affairs Officer (PAO) review of press releases
and development of media ground rules, dl forms of information released into the public
domain should be subjected to athorough OPSEC review. Strict command policies
memorandums must be established to control the proliferation of web sites and the
information and digita images that gopear on these Sites. The DIO should review the
Center for Army Lessons Learned (CALL) 1O TTP (http://call.army.smil.mil), the LIWA
homepage lessons learned (http:/Mmww.liwaarmy.smil.mil), and the Joint Information
Operations Center IOJULL’s (http://igjullsjc2wc.aakedly.af.smil.mil). Internet access
should be tightly limited to only those Sites that are required. As the OPSEC proponent
on the JTF g&ff, the DIO in conjunction with the J3 will develop the JTF s statement of
essentid secrecy, critica information lit, and Essentid Elements of Friendly Information
(EEH) that must be protected. The DIO and J3 should include misson specific EEF in
al ordersissued by the JTF.

The DIO should request JICMA monitoring of dl telephonic, wire, cdlular and
voice mal communications early in the JTF stand-up process. The monitoring
summaries provide excellent feedback on the effectiveness of the training program and
they can be usad at the evening shift updates to maintain OPSEC awareness among the
Seff.

Counter measur e Recommendation/I mplementation

Every JTF isunique and will haveit’s own particular 10 vulnerabilities and
concerns. The DIO must work closely with other JTF gtaff elements to diminate or
mitigate these vulnerabilities. Close coordination with the 32, J3, and J6 in vulnerability
reduction is essentid for the DIO to be effective. Command support iscritica to
affecting a more secure |0 posture. Several years of DOD experience in contingency
operations implementing defensive |O has produced a number of cost and time effective
measures. Some of the common countermeasures that DIO’s should consider
recommending and implementing when ng their defensve 1O podture are listed
below.

Establish and vigoroudy enforce network SOP' s and policies (User, System
Adminigtrator, and ISSM).

Review dl network architecture changes for security impacts. Effective CND rdies
on severd overlapping layers of defense (Firewdls, Routers, Intrusion Detection
Systems, solid user password selection/protection, and limits on user network
privileges).

Increase INFOCON levesin response to the operationa environment. Changesin
the JTF s INFOCON level will be closdly tied to the threats that the JTF anticipates
facing. Develop specific network defensive measures for each level of INFOCON and
prepare both interna and externa reporting procedures.

Obtain and utilize security software to ensure interna network security against
potentid trusted interna user threats. Utilize auditing, network protocol analyss, and
systern monitoring practices. Reviewsthese logs dally.



Ensure compliance with al DISA and Service CERT Information Assurance
Vulnerability Alerts (IAVA'S). (Application of al the latest operating system fixes

and patches)

Egtablish and maintain daily contact with the Regiond CERT. The Regiond CERT
will be acritica resource for the DIO s and J6's information assurance efforts.
Implement a comprehengive anti-virus program Check A/V updates on all hogts at
least weekly and more frequently when viruses are detected. Updates to the anti-virus
files are available through the RCERT, ACERT, and DISA. Disseminate computer
virus reporting procedures to the JTF. Train AlS usersto isolate and scan email
attachments.

Conduct regular system back-up of network information to facilitate quicker recovery
from system failure due to malicious attack or natural disaster. Store back-up
information in a physicaly separate location in afire and flood proof container.
Request/conduct periodic 1O Vulnerability Assessments of the JTF. Utilize automated
network vulnerability scanning tools.

Train and certify AlS users prior to the issuance of an account on any network.
Renforcethistraining regularly. AlS user certification isjust as critica and

potentialy more dangerous to the JTF than the failure to properly license vehicle
operators.

Ensure a security basdineis established and enforced for dl AlISin the JTF
headquarters including which Operating Systems (OS) will be supported by the J6
(Windows 95, 98, NT, 2000 and others). All systems must be inprocessed through the
J6 for security “hardening”. The " default” or “out of box” configuration isinherently
unsecure.

Continuoudy monitor security on the JTF sweb Stes. Limit the write ability so only
alimited number of personnd can write to the web Stes.

Coordinate with the J6 for a".com” Internet connection to assist the PSY OP, CA and
PAO officers with target audience research and other information requirements. This
will help protect this Internet search activity from being traced to a.mil address, thus
providing an indicator of the JTF s misson.

Conduct reaction drills and rehearsals with the PAO, PSY OP, and Civil Affairs saffs
to decrease JTF response time to adversary propaganda operations and adverse media
events. Draft on the shelf press releases, foreign language products and local media
radio/TV spots for counter propaganda operations.

Enforce strict use of password protected screen savers, and warning banners
throughout the JTF.

Review dl Freedom of Information (FOIA) requests submitted to the JTF and the
responses for OPSEC.

Request and disseminate updated SATRAN and Open Skies over flight information.
Request the Joint Web Risk Assessment Cdl and Service Information Warfare Center
capabilities to review Open Source Intdligence review of JTF EEFI in the public
domain.

Ensure all AIS are power surge protected.

Set dl STU III’'sin the JTF planning cells and classified areas to the auto secure
function. Enforce use of secure communications.



Redtrict access to commercia capable phones to minimize inadvertent compromise of
EEFI. Post the EEFI clearly around al telephonesin the JTF Headquarters
Segregate classfied from unclassfied machines. Mark dl media throughout the
headquarters clearly (printers, CPU’s, monitors, copiers, FAX machines, telephones).
Limit Internet access to specific machinesin each staff section or eement and
physicaly segregate (air gap) these machines from the rest of the networks.
Maintain strict physical security. Do not alow free access throughout the
Headquartersto civilian cleaning teams. Establish specific morning and afternoon
clearing hours and then escort loca nationa cleaning personnd.

Do not |locate telephone switches, computer hubs, and other communications
equipment in unsecured areas that can be accessed by non-US personnd. (Cleaning
closets, maintenance rooms, ECT.)

Remove dl old and excess cabling. Active cable should be tagged (color coded not
by name) and placed on telephone poles. Conduct periodic wire walks by the guard
force (minimum twice per day) to ensure no taps or barrel connectors have been
placed on the network lines. Replace old cable with fiber-optic cable.

All removable eectronic media should have proper classification markings. Check al
outgoing media for proper security wrapping and courier orders. Provide the guard
force a stand-aone computer (not connected to the network), A/V software, and a
“Dirty Word” search tool at the exit/entry point to checks al storage media. Ensure
guard force personnd check eectronic media (laptops, floppy disc, zip disc, digita
cameras, ECT) coming into the Headquarters.

Conduct weekly perimeter checks of the Headquarters compound for suspicious
unmarked cables.

Develop, use and enforce a Security Classification Guide throughout the Joint Task
Force.

Chalenge dl unknown personne badged or unbadged that are working in proximity
to JTF AlS equipment.

Burn or shred dl office waste paper completely. Conduct frequent dumpster diving
operations. Don't place trashcans near or around copying machines. Properly account
for and destroy al unnecessary copies of orders, annexes, and drafts.

The Defensive | nfor mation Oper ations Solution

The solution to the Defengive Information Operation challenge does not liein any
one specific security discipline. The successful Defengve Information Officer will utilize
amixture of traditiona intelligence gathering, OSINT, OPSEC, COM SEC monitoring,
Physica Security, Command Policy Memorandums, SOP' s, COMPUSEC, Information
Asaurance, Electronic Warfare, PAO, Civil Affairs, PSY OP, and counter propaganda
tools to improve the defensive posture of the JTF. The JTF sinformation environment
will dways be in agtate of constant change. Personnel, equipment, software, and
changing threat capabilities require the DIO to congtantly revisit dl security areas and
concerns.



A detailed 10 Risk Assessment and Risk Management are required to commit the
DIO'slimited security resourcesto the task of protecting the JTF s Information and
Information Systems. JTF Command Group support for the DIO’sinitiatives and
disciplined execution by commanders at dl levels of the JTF are critical to achieving and
maintaining information superiority. The ability to work successfully with the other JTF
daff sectionsto implement innovative solutionsis a prerequisite for effective Defensve
Information Operations.
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